Auditing and Assurance Services, 14e, Global Edition (Arens)

Chapter 12   Implications of Information Technology for the Audit Process

Learning Objective 12-1

1) IT has several significant effects on an organization. Which of the following would not be important from an auditing perspective?

A) organizational changes

B) the visibility of information

C) the potential for material misstatement

D) None of the above; i.e., they are all important.

Answer:  D

Terms:  IT effects on organization

Diff:  Easy

Objective:  LO 12-1

AACSB:  Reflective thinking skills

2) Which of the following is not a benefit of using IT-based controls?

A) ability to process large volumes of transactions

B) ability to replace manual controls with computer-based controls

C) reduction in misstatements due to consistent processing of transactions

D) reduction in internal control evaluation in setting control risk

Answer:  D

Terms:  Not a benefit of using IT-based controls

Diff:  Easy

Objective:  LO 12-1

AACSB:  Reflective thinking skills

3) Discuss how the integration of IT into accounting systems enhances internal control.

Answer:  Enhancements to internal control resulting from the integration of IT into accounting systems include:
•
Computer controls replace manual controls. Replacing manual procedures with programmed controls that apply checks and balances to each processed transaction and that process information consistently can reduce human error that is likely to occur in traditional manual environments.
•
Higher quality information is available. IT systems typically provide management with more and higher quality information faster than most manual systems.

Terms:  Integration of IT into accounting systems enhances internal control

Diff:  Moderate

Objective:  LO 12-1

AACSB:  Reflective thinking skills

4) Control risk may be reduced for a company with a complex IT system when compared to a company that relies primarily on manual controls.

A) True

B) False

Answer:  A

Terms:  Control risk reduced for company with complex IT system

Diff:  Easy

Objective:  LO 12-1

AACSB:  Reflective thinking skills

Learning Objective 12-2

1) Which of the following is a significant risk to the auditor regarding an audit in a highly automated information environment?

A) does not place enough reliance on the processed information

B) places too much reliance on the processed information

C) processed information may not reveal the sources of the information

D) does not understand the processed information produced by the automated environment 

Answer:  B

Terms:  Risk to auditor regarding audit in highly automated information environment

Diff:  Easy

Objective:  LO 12-2

AACSB:  Reflective thinking skills

2) Which of the following is not a risk specific to IT environments?

A) reliance on the functioning capabilities of hardware and software

B) increased human involvement

C) loss of data due to insufficient backup

D) unauthorized access

Answer:  B

Terms:  Risks specific to IT environment

Diff:  Easy

Objective:  LO 12-2

AACSB:  Reflective thinking skills

3) Which of the following is not an enhancement to internal control that will occur as a consequence of increased reliance on IT?

A) computer controls replace manual controls

B) higher quality information is available

C) computer-based controls provide opportunities to improve separation of duties

D) manual controls replace automated controls

Answer:  D

Terms:  Enhancements to internal control which occur as consequence of increased reliance on IT

Diff:  Easy

Objective:  LO 12-2

AACSB:  Reflective thinking skills

4) Which of the following is not a risk in an IT system?

A) need for IT experienced staff

B) separation of IT duties from accounting functions

C) improved audit trail

D) hardware and data vulnerability

Answer:  C

Terms:  Risks in an IT system

Diff:  Easy

Objective:  LO 12-2

AACSB:  Reflective thinking skills

5) Which of the following may present itself as the biggest risk to centralizing information responsibilities that were traditionally separate?

A) IT personnel with access to software and master files may misappropriate assets

B) IT personnel with access to software and master files may lack the accounting skills necessary to provide useful information to management

C) IT personnel with access to software and master files may not understand the linkages between general and application controls

D) IT personnel with access to software and master files may not be able to convert the company's operational policies to an IT environment

Answer:  A

Terms:  Biggest risk to centralizing information responsibilities

Diff:  Easy

Objective:  LO 12-2

AACSB:  Reflective thinking skills

6) An important characteristic of IT is uniformity of processing. Therefore, a risk exists that:

A) auditors will not be able to access data quickly.

B) auditors will not be able to determine if data is processed consistently.

C) erroneous processing can result in the accumulation of a great number of misstatements in a short period of time.

D) all of the above.

Answer:  C

Terms:  Characteristics of IT and risk

Diff:  Moderate

Objective:  LO 12-2

AACSB:  Reflective thinking skills

7) What are three specific risks to IT systems?

Answer:  Three specific risks to IT systems include risks to hardware and data, a reduced audit trail, and the need for IT experience and separation of IT duties.

Terms:  Risks in an IT system

Diff:  Easy

Objective:  LO 12-2

AACSB:  Reflective thinking skills

8) One potential disadvantage of IT systems is the reduction or elimination of source documents, which reduces the visibility of the audit trail.

A) True

B) False

Answer:  A

Terms:  Disadvantage of IT systems

Diff:  Easy

Objective:  LO 12-2

AACSB:  Reflective thinking skills

Learning Objective 12-3

1) Old and new systems operating simultaneously in all locations is a test approach known as:

A) pilot testing.

B) horizontal testing.

C) integrative testing.

D) parallel testing. 

Answer:  D

Terms:  Old and new systems operating simultaneously

Diff:  Easy

Objective:  LO 12-3

AACSB:  Reflective thinking skills

2) Which of the following is a component of general controls?

A) processing controls

B) output controls

C) back-up and contingency planning

D) input controls

Answer:  C

Terms:  Component of general controls

Diff:  Easy

Objective:  LO 12-3

AACSB:  Reflective thinking skills

3) Which of the following statements related to application controls is correct?

A) Application controls relate to various aspects of the IT function including software acquisition and the processing of transactions.

B) Application controls relate to various aspects of the IT function including physical security and the processing of transactions in various cycles.

C) Application controls relate to all aspects of the IT function.

D) Application controls relate to the processing of individual transactions.

Answer:  D

Terms:  Application controls

Diff:  Easy

Objective:  LO 12-3

AACSB:  Reflective thinking skills

4) General controls include all of the following except:

A) systems development.

B) online security.

C) processing controls.

D) hardware controls.

Answer:  C

Terms:  General controls

Diff:  Easy

Objective:  LO 12-3

AACSB:  Reflective thinking skills

5) Which of the following describes the process of implementing a new system in one part of the organization, while other locations continue to use the current system.

A) parallel testing

B) online testing

C) pilot testing

D) control testing 

Answer:  C

Terms:  Process implementing new system in one part of organization

Diff:  Easy

Objective:  LO 12-3

AACSB:  Reflective thinking skills

6) To determine that user ID and password controls are functioning, an auditor would most likely:

A) test the system by attempting to sign on using invalid user identifications and passwords.

B) write a computer program that simulates the logic of the client's access control software.

C) extract a random sample of processed transactions and ensure that the transactions were appropriately authorized.

D) examine statements signed by employees stating that they have not divulged their user identifications and passwords to any other person. 

Answer:  A

Terms:  ID and password controls function by testing

Diff:  Easy

Objective:  LO 12-3

AACSB:  Reflective thinking skills

7) When IT programs or files can be accessed from terminals, users should be required to enter a(n):

A) echo check.

B) parity check.

C) self-diagnosis test.

D) authorized password. 

Answer:  D

Terms:  Required for access to IT programs or files from terminals

Diff:  Easy

Objective:  LO 12-3

AACSB:  Reflective thinking skills

8) Typical controls developed for manual systems which are still important in IT systems include:

A) management's authorization of transactions.

B) competent personnel.

C) adequate preparation of input source documents.

D) all of the above. 

Answer:  D

Terms:  Typical controls developed for manual systems still important in IT systems

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

9) Which of the following controls prevent and detect errors while transaction data are processed?

A) Software

B) Application

C) Processing

D) Transaction

Answer:  C

Terms:  Controls that prevent and detect errors while transaction data are processed

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

10) Which of the following is not a characteristic associated with converting from a manual to an IT system?

A) It usually centralizes data.

B) It permits higher quality and more consistent controls over operations.

C) It may eliminate the control provided by division of duties of independent persons who perform related functions and compare results.

D) It may take the recordkeeping function and the document preparation function away from those who have custody of assets and put those functions into the IT center.

Answer:  D

Terms:  Characteristic associated with converting from manual to IT system

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

11) Output controls need to be designed for which of the following data integrity objectives?

A) detecting errors after the processing is completed

B) preventing errors before the processing is completed

C) detecting errors in the general ledger adjustment process

D) preventing errors in separation of duties for IT personnel

Answer:  A

Terms:  Output controls need to be designed for

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

12) Which of the following statements is correct?

A) Auditors should evaluate application controls before evaluating general controls.

B) Auditors should evaluate application controls and general controls simultaneously.

C) Auditors should evaluate general controls before evaluating application controls.

D) None of these statements is correct.

Answer:  C

Terms:  Auditors evaluation of application controls and general controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

13) Auditors should evaluate which of the following before evaluating application controls because of the potential for pervasive effects.

A) input controls

B) control environment

C) processing controls

D) general controls

Answer:  D

Terms:  Evaluate before evaluating application controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

14) A control that relates to all parts of the IT system is called a(n):

A) general control.

B) systems control.

C) universal control.

D) applications control.

Answer:  A

Terms:  Control that relates to all parts of IT system

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

15) Controls which apply to a specific element of the system are called:

A) user controls.

B) general controls.

C) systems controls.

D) applications controls.

Answer:  D

Terms:  Controls which apply to a specific element of the syste,

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

16) Which of the following is not an example of an applications control?

A) Back-up of data to a remote site for data security.

B) There is a preprocessing authorization of the sales transactions.

C) There are reasonableness tests for the unit selling price of a sale.

D) After processing, all sales transactions are reviewed by the sales department.

Answer:  A

Terms:  Application controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

17) Which of the following is least likely to be used in obtaining an understanding of client general controls?

A) examination of system documentation

B) inquiry of client personnel (e.g., key users)

C) walk through of a sales transaction

D) reviews of questionnaires completed by client IT personnel

Answer:  C

Terms:  Understanding of client general controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

18) Which of the following is not a general control?

A) computer performed validation tests of input accuracy

B) equipment failure causes error messages on monitor

C) separation of duties between programmer and operators

D) adequate program run instructions for operating the computer

Answer:  A

Terms:  General control

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

19) Controls which are built in by the manufacturer to detect equipment failure are called:

A) input controls.

B) data integrity controls.

C) hardware controls.

D) manufacturer's controls.

Answer:  C

Terms:  Controls built in by manufacturer to detect equipment failure

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

20) Which of the following best describes the test data approach?

A) auditors process their own test data using the client's computer system and application program

B) auditors process their own test data using their own computers that simulate the client's computer system

C) auditors use auditor-controlled software to do the same operations that the client's software does, using the same data files

D) auditors use client-controlled software to do the same operations that the client's software does, using auditor created data files

Answer:  A

Terms:  Control risk matrix

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

21) Controls which are designed to assure that the information processed by the computer is authorized, complete, and accurate are called:

A) input controls.

B) processing controls.

C) output controls.

D) general controls.

Answer:  A

Terms:  Controls designed to assure information processed by computer is authorized, complete, and accurate

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

22) Programmers should be allowed access to:

A) user controls.

B) general controls.

C) systems controls.

D) applications controls.

Answer:  D

Terms:  Programmers should be allowed access

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

23) Which of the following tests determines that every field in a record has been completed?

A) Validation

B) Sequence

C) Completeness

D) Programming

Answer:  C

Terms:  Tests to determine that every field in a record has been completed

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

24) In an IT-intensive environment, most processing controls are:

A) input controls.

B) operator controls.

C) programmed controls.

D) documentation controls.

Answer:  C

Terms:  IT intensive environment and processing controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

25) Output controls are not designed to assure that data generated by the computer are:

A) accurate.

B) distributed only to authorized people.

C) complete.

D) used appropriately by management.

Answer:  D

Terms:  Output controls are not designed

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

26) Auditors usually obtain information about general and application controls through:

A) interviews with IT personnel.

B) examination of systems documentation.

C) reading program change requests.

D) all of the above methods.

Answer:  D

Terms:  General and application controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

27) An internal control deficiency occurs when computer personnel:

A) participate in computer software acquisition decisions.

B) design flowcharts and narratives for computerized systems.

C) originate changes in customer master files.

D) provide physical security over program files.

Answer:  C

Terms:  Internal control deficiency

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

28) General controls have which of the following effects on the operating effectiveness of application controls?

A) nominal

B) pervasive

C) mitigating

D) worsening

Answer:  B

Terms:  General controls and application controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

29) When auditing a client that uses batch processing the problem with error detection is that: 

A) transaction trails in a batch system are available only for a limited period of time.

B) there are time delays in processing transactions in a batch system.

C) errors in some transactions cause rejection of other transactions in the batch.

D) random errors are more likely in a batch system than in an online system.

Answer:  B

Terms:  Batch processing and problem with error detection

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

30) Which of the following computer-assisted auditing techniques inserts an audit module in the client's application system to identify specific types of transactions?

A) parallel simulation testing

B) test data approach

C) embedded audit module

D) generalized audit software testing 

Answer:  C

Terms:  Computer-assisted auditing techniques allows fictitious and real transactions

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

31) In an IT system, automated equipment controls or hardware controls are designed to:

A) correct errors in the computer programs. 

B) monitor and detect errors in source documents.

C) detect and control errors arising from the use of equipment.

D) arrange data in a logical sequential manner for processing purposes.

Answer:  C

Terms:  Equipment or hardware controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

32) If a control total were to be computed on each of the following data items, which would best be identified as a hash total for a payroll IT application?

A) gross wages earned

B) employee numbers

C) total hours worked

D) total debit amounts and total credit amounts

Answer:  B

Terms:  Hash total for payroll IT application

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

33) Which of the following is not an application control?

A) preprocessing authorization of sales transactions

B) reasonableness test for unit selling price of sale

C) post-processing review of sales transactions by the sales department

D) logging in to the company's information systems via a password

Answer:  D

Terms:  Application controls

Diff:  Challenging

Objective:  LO 12-3

AACSB:  Reflective thinking skills

34) Application controls vary across the IT system. To gain an understanding of internal control for a private company, the auditor must evaluate the application controls for every:

A) audit area.

B) material audit area.

C) audit area in which the client uses the computer.

D) audit area where the auditor plans to reduce assessed control risk. 

Answer:  D

Terms:  Application controls

Diff:  Challenging

Objective:  LO 12-3

AACSB:  Reflective thinking skills

35) Which of the following is not a general control?

A) sSeparation of IT duties

B) systems development.

C) processing controls

D) hardware controls

Answer:  C

Terms:  General control

Diff:  Challenging

Objective:  LO 12-3

AACSB:  Reflective thinking skills

36) In comparing (1) the adequacy of the hardware controls in the system with (2) the organization's methods of handling the errors that the computer identifies, the independent auditor is:

A) unconcerned with both (1) and (2).

B) equally concerned with (1) and (2).

C) less concerned with (1) than with (2).

D) more concerned with (1) than with (2).

Answer:  C

Terms:  Concern of adequacy of hardware controls and methods of handling errors that computer identifies

Diff:  Challenging

Objective:  LO 12-3

AACSB:  Reflective thinking skills

37) The most important output control is:

A) distribution control, which assures that only authorized personnel receive the reports generated by the system.

B) review of data for reasonableness by someone who knows what the output should look like.

C) control totals, which are used to verify that the computer's results are correct.

D) logic tests, which verify that no mistakes were made in processing.

Answer:  B

Terms:  Output controls

Diff:  Challenging

Objective:  LO 12-3

AACSB:  Reflective thinking skills

38) Briefly define general controls and application controls.

Answer:  General controls are those that relate to all aspects of the IT function. They include controls related to administration, software acquisition and maintenance, physical and on-line security, backup and disaster recovery planning, and hardware controls. Application controls relate to the processing of individual transactions. Application controls are specific to certain software applications and typically do not affect all IT functions.

Terms:  General controls and application controls

Diff:  Easy

Objective:  LO 12-3

AACSB:  Reflective thinking skills

39) Identify the three categories of application controls, and give one example of each.

Answer:  Application controls fall into three categories:
•
Input controls. Key verification and check digits are examples of input controls.
•
Processing controls. One example is a reasonableness test for the unit selling price of a sale.
•
Output controls. One example is post-processing review of sales transactions by the sales department.

Terms:  Three categories of application controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

40) One category of general controls is physical and online security. Describe the control and give at least three examples of implementation of the control.

Answer:  Access to hardware is restricted; passwords and finger print recognition limit access to data files; encryption and firewalls protect data integrity from outside sources.

Terms:  General control of physical and online security

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

41) Processing controls include the following tests:

Validation

Sequence

Data Reasonableness

Completeness
Describe what each control is designed to do:

Answer:  Validation: ensure the use of the correct master file, database, and programs in processing
Sequence: determines the data submitted for processing are in the correct order
Data Reasonableness: determines whether the data exceeds prespecified amounts
Completeness: determines that every field in a record has been completed

Terms:  Tests of processing controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

42) What are the two software testing strategies that companies typically use? Which strategy is more expensive?

Answer:  Companies may use pilot testing and parallel testing to test new software. Pilot testing involves operating the new software at a limited number of facilities, while continuing to operate the old software at all other locations. Parallel testing involves operating the new and old software simultaneously. Parallel testing is more expensive than pilot testing.

Terms:  Software testing strategies

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

43) Discuss the four areas of responsibility under the IT function that should be segregated in large companies.

Answer:  The responsibilities for IT management, systems development, operations, and data control should be separated:
•
IT Management. Oversight of the IT function should be segregated from the systems development, operations, and data control functions. Oversight of IT should be the responsibility of the Chief Information Officer or IT manager.
•
Systems development. Systems analysts are responsible for the overall design of each application system. Programmers develop, test, and document applications software. Programmers and analysts should not have access to input data or computer operations.
•
Operations. Computer operators are responsible for the day-to-day operations of the computer.
•
Data control. Data control personnel independently verify the quality of input and the reasonableness of output.

Terms:  Areas of responsibility under IT function

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

44) Identify the six categories of general controls and give one example of each.

Answer:  General controls fall into the following six categories:
•
Administration of the IT function. For example, the chief information officer (CIO) should report to senior management and board of directors.
•
Segregation of IT duties. For example, there should be separation of duties between the computer programmers, operators, and the data control group.
•
Systems development. Users, analysts, and programmers develop and test software.
•
Physical and online security. For example, passwords should be required for access to computer systems.
•
Backup and contingency planning. Written backup plans should be prepared and tested on a regular basis throughout the year.
•
Hardware controls. For example, uninterruptible power supplies should be used to avoid loss of data in the event of a power blackout.

Terms:  Categories of general controls

Diff:  Challenging

Objective:  LO 12-3

AACSB:  Reflective thinking skills

45) Parallel testing is used when old and new systems are operated simultaneously in all locations.

A) True

B) False

Answer:  A

Terms:  Parallel testing

Diff:  Easy

Objective:  LO 12-3

AACSB:  Reflective thinking skills

46) Programmers should design the formatting for transactions data.

A) True

B) False

Answer:  B

Terms:  Programmer's responsibilities

Diff:  Easy

Objective:  LO 12-3

AACSB:  Reflective thinking skills

47) In IT systems, if general controls are effective, it increases the auditor's ability to rely on application controls to reduce control risk.

A) True

B) False

Answer:  A

Terms:  Effective general controls and application controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

48) Parallel testing is more expensive than pilot testing.

A) True

B) False

Answer:  A

Terms:  Parallel testing

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

49) The effectiveness of automated controls depends solely on the competence of the personnel performing the controls.

A) True

B) False

Answer:  B

Terms:  Effectiveness of automated controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

50) Knowledge of both general and application controls is crucial for auditors in understanding how accounting information is recorded and reported.

A) True

B) False

Answer:  A

Terms:  Knowledge of general and application controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

Topic:  Public

51) Logic tests and completeness tests are examples of application controls.

A) True

B) False

Answer:  A

Terms:  Application controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

52) Auditors normally link controls and deficiencies in general controls to specific transaction-related audit objectives.

A) True

B) False

Answer:  B

Terms:  General controls linked to specific transaction-related audit objectives

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

53) Output controls focus on preventing errors during processing.

A) True

B) False

Answer:  B

Terms:  Output controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

54) Processing controls is a category of application controls.

A) True

B) False

Answer:  A

Terms:  Processing controls and application controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

55) Controls that relate to a specific use of the IT system, such as the processing of sales or cash receipts, are called application controls.

A) True

B) False

Answer:  A

Terms:  Application controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

56) IT controls are classified as either input controls or output controls.

A) True

B) False

Answer:  B

Terms:  IT controls, input controls, and output controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

57) Tests of controls are normally performed only if the auditor believes the client's internal control may be effective.

A) True

B) False

Answer:  A

Terms:  Tests of controls

Diff:  Moderate

Objective:  LO 12-3

AACSB:  Reflective thinking skills

Learning Objective 12-4

1) The audit procedure which is least useful in gathering evidence on significant computer processes is:

A) documentation.

B) observation.

C) test decks.

D) generalized audit software.

Answer:  D

Terms:  Audit procedure least useful in gathering evidence

Diff:  Easy

Objective:  LO 12-4

AACSB:  Reflective thinking skills

2) When the client uses a computer but the auditor chooses to use only the non-IT segment of internal control to assess control risk, it is referred to as auditing around the computer. Which one of the following conditions need not be present to audit around the computer?

A) Application controls need to be integrated with general controls.

B) The source documents must be available in a non-machine language.

C) The documents must be filed in a manner that makes it possible to locate them.

D) The output must be listed in sufficient detail to enable the auditor to trace individual transactions. 

Answer:  A

Terms:  Client uses computer but auditor chooses to use non-IT segment of internal control to assess control risk

Diff:  Easy

Objective:  LO 12-4

AACSB:  Reflective thinking skills

3) An auditor's flowchart of the client's IT system is a graphical representation that depicts the auditor's:

A) program for tests of controls.

B) understanding of the system of how the IT system functions.

C) understanding of the types of errors that are probable given the present system.

D) documentation of the study and evaluation of the system.

Answer:  B

Terms:  Auditor flowchart of client IT system

Diff:  Easy

Objective:  LO 12-4

AACSB:  Reflective thinking skills

4) Programmers should do all but which of the following?

A) Test programs for proper performance.

B) Evaluate representational faithfulness of transaction data input.

C) Develop flowcharts for new applications.

D) Programmers should perform each of the above.

Answer:  B

Terms:  Programmers should do

Diff:  Moderate

Objective:  LO 12-4

AACSB:  Reflective thinking skills

5) Which of the following audit procedures used to obtain an understanding of the client's general controls would the auditor use to identify program changes in application software?

A) interviews with IT personnel

B) examination of system documentation

C) reviews of detailed questionnaires completed by the IT staff

D) review of the client's IT architecture

Answer:  C

Terms:  Audit procedure to obtain understanding of client general controls

Diff:  Moderate

Objective:  LO 12-4

AACSB:  Reflective thinking skills

6) The process of assessing control risk considering only non IT controls is known as?

A) the single-stage audit.

B) the test deck approach.

C) auditing around the computer.

D) generalized audit software (GAS).

Answer:  C

Terms:  Assessing control risk considering only non-IT controls

Diff:  Moderate

Objective:  LO 12-4

AACSB:  Reflective thinking skills

7) Companies with non-complex IT environments often rely on desktops and networked servers to perform accounting system functions. Which of the following is not an audit consideration in such an environment?

A) limited reliance on automated controls

B) unauthorized access to master files

C) vulnerability to viruses and other risks

D) excess reliance on automated controls

Answer:  D

Terms:  Audit consideration in companies with non-complex IT environments

Diff:  Moderate

Objective:  LO 12-4

AACSB:  Reflective thinking skills

8) General controls in smaller companies are usually less effective than in more complex IT environments.

A) True

B) False

Answer:  A

Terms:  General controls in smaller companies

Diff:  Moderate

Objective:  LO 12-4

AACSB:  Reflective thinking skills

9) When the auditor decides to "audit around the computer" to obtain an understanding of the client's internal controls related to the IT system.

A) True

B) False

Answer:  B

Terms:  Audit around the computer

Diff:  Moderate

Objective:  LO 12-4

AACSB:  Reflective thinking skills

10) "Auditing around the computer" is acceptable only if the auditor has access to the client's data in a machine-readable language.

A) True

B) False

Answer:  B

Terms:  Auditing around the computer

Diff:  Moderate

Objective:  LO 12-4

AACSB:  Reflective thinking skills

11) "Auditing around the computer" is most appropriate when the client has not maintained detailed output or source documents in a form readable by humans.

A) True

B) False

Answer:  B

Terms:  Auditing around the computer

Diff:  Moderate

Objective:  LO 12-4

AACSB:  Reflective thinking skills

12) When a client uses desktops and networked servers for the accounting functions, the auditor should normally rely only on non-IT controls or may take a substantive approach to the audit.

A) True

B) False

Answer:  A

Terms:  Client uses desktop and network servers, auditor relies on non-IT controls

Diff:  Moderate

Objective:  LO 12-4

AACSB:  Reflective thinking skills

Learning Objective 12-5

1) The auditor's objective in determining whether the client's automated controls can correctly handle valid and invalid transactions as they arise is accomplished through the:

A) test data approach.

B) generalized audit software approach.

C) microcomputer-aided auditing approach.

D) generally accepted auditing standards.

Answer:  A

Terms:  Client control can correctly handle valid and invalid transactions

Diff:  Moderate

Objective:  LO 12-5

AACSB:  Reflective thinking skills

2) The audit approach in which the auditor runs his or her own program on a controlled basis to verify the client's data recorded in a machine language is:

A) the test data approach.

B) called auditing around the computer.

C) the generalized audit software approach.

D) the microcomputer-aided auditing approach.

Answer:  C

Terms:  Audit approach where auditor runs own program on a controlled basis

Diff:  Moderate

Objective:  LO 12-5

AACSB:  Reflective thinking skills

3) When performing a parallel simulation the auditor may use generalized audit software (GAS). Which of the following is not seen as an advantage to using GAS?

A) Auditors can learn the software in a short period of time

B) Can be applied to a variety of client's after detailed customizations 

C) Can be applied to a variety of client's with minimal adjustments to the software

D) Greatly accelerates audit testing over manual procedures

Answer:  B

Terms:  Parallel simulation

Diff:  Moderate

Objective:  LO 12-5

AACSB:  Reflective thinking skills

4) When using the test data approach:

A) test data should include data that the client's system should accept or reject.

B) application programs tested must be virtually identical to those used by employees.

C) select data may remain in the client system after testing.

D) none of the above statements is correct. 

Answer:  A

Terms:  Test data approach

Diff:  Moderate

Objective:  LO 12-5

AACSB:  Reflective thinking skills

5) An auditor who is testing IT controls in a payroll system would most likely use test data that contain conditions such as:

A) time tickets with invalid job numbers.

B) overtime not approved by supervisors.

C) deductions not authorized by employees.

D) payroll checks with unauthorized signatures.

Answer:  A

Terms:  IT controls in payroll system and use of test data

Diff:  Challenging

Objective:  LO 12-5

AACSB:  Reflective thinking skills

6) Describe three computer auditing techniques available to the auditor.

Answer:  Computer auditing techniques available to the auditor are:
•
Test data approach. Using this approach, the auditor develops different types of transactions that are processed under his or her own control using the client's computer programs on the client's IT equipment.
•
Parallel simulation. Using parallel simulation, the auditor writes a computer program that replicates some part of the client's application system. The client's data is then processed using the auditor's computer program. The auditor then compares the output generated by his or her program with that generated by the client's program to test the correctness of the client's program. Generalized audit software may be used.
•
Embedded audit module. Using this approach, the auditor inserts an audit module in the client's application system to capture transactions with characteristics that are of interest to the auditor. 

Terms:  Computer auditing techniques

Diff:  Moderate

Objective:  LO 12-5

AACSB:  Reflective thinking skills

7) Discuss the advantages and benefits of using generalized audit software.

Answer:  Advantages and benefits of using generalized audit software include:
•
they are developed in such a manner that most of the audit staff can be trained to use the program even if they have little formal IT education.
•
a single program can be applied to a wide range of tasks without having to incur the cost or inconvenience of developing individualized programs. 
•
generalize audit software can perform tests much faster and in more detail than using traditional manual procedures.

Terms:  Advantages and disadvantages using generalized audit software

Diff:  Moderate

Objective:  LO 12-5

AACSB:  Reflective thinking skills

8) Auditors often use Generalized Audit Software during their testing of a client's internal controls. For the following uses of the software provide a description and an example.

Verify extensions and footings

Print confirmation requests

Compare data on separate files

Answer:  Verify extensions and footings: verify accuracy of the clients computations; foot any subsidiary ledger
Print confirmation requests: print data for sample items selected for testing; randomly select accounts receivable customer balances for testing
Compare data on separate files: determine that information contained in two or more files agrees; changes in accounts payable or accounts receivables accounts using purchases/sales journals and cash disbursement/cash receipts registers.

Terms:  Generalized Audit Software and testing of internal controls

Diff:  Moderate

Objective:  LO 12-5

AACSB:  Reflective thinking skills

9) Match eight of the terms (a-n) with the definitions provided below (1-8):
a.
Application controls
b.
Auditing around the computer
c.
Auditing through the computer
d.
Error listing
e.
General controls
f.
Generalized audit software
g.
Hardware controls
h.
Input controls
i.
Output controls
j.
Parallel simulation
k.
Parallel testing
l.
Pilot testing
m.
Processing controls
n.
Test data approach
________ 1. The new and old systems operate simultaneously in all locations.
________ 2. Controls that relate to all parts of the IT system.
________ 3. Involves the use of a computer program written by the auditor that replicates some part of a client's application system.
________ 4. A method of auditing IT systems which uses data created by the auditor to determine whether the client's computer program can correctly process valid and invalid transactions.
________ 5. Controls such as review of data for reasonableness, designed to assure that data generated by the computer is valid, accurate, complete, and distributed only to authorized people.
________ 6. Controls that apply to processing of transactions.
________ 7. A new system is implemented in one part of the organization while other locations continue to rely on the old system.
________ 8. Controls such as proper authorization of documents, check digits, and adequate documentation, designed to assure that the information to be processed by the computer is authorized, complete, and accurate.

Answer:  
1. k
2. e
3. j
4. n
5. i
6. a
7. l
8. h

Terms:  Application controls; General controls; Parallel testing; Parallel simulation; Input

Diff:  Moderate

Objective:  LO 12-3 and LO 12-5

AACSB:  Reflective thinking skills

10) The test data approach requires the auditor to insert an audit module in the client's application system to test how transaction data is processed.

A) True

B) False

Answer:  A

Terms:  Test data approach

Diff:  Moderate

Objective:  LO 12-5

AACSB:  Reflective thinking skills

11) The objective of the computer audit technique known as the test data approach is to determine whether the client's computer programs can correctly process valid and invalid transactions.

A) True

B) False

Answer:  A

Terms:  Test data approach

Diff:  Moderate

Objective:  LO 12-5

AACSB:  Reflective thinking skills

12) Parallel simulation is used primarily to test internal controls over the client's IT systems, whereas the test data approach is used primarily for substantive testing.

A) True

B) False

Answer:  B

Terms:  Parallel simulation

Diff:  Moderate

Objective:  LO 12-5

AACSB:  Reflective thinking skills

13) One common use of generalized audit software is to help the auditor identify weaknesses in the client's IT control procedures.

A) True

B) False

Answer:  B

Terms:  Generalized audit software

Diff:  Moderate

Objective:  LO 12-5

AACSB:  Reflective thinking skills

Learning Objective 12-6

1) A database management system:

A) allows clients to create databases that include information that can be shared across multiple applications.

B) stores data on different files for different purposes, but always knows where they are and how to retrieve them.

C) allows quick retrieval of data, but at a cost of inefficient use of file space.

D) allows quick retrieval of data, but it needs to update files continually. 

Answer:  A

Terms:  Database management system

Diff:  Moderate

Objective:  LO 12-6

AACSB:  Reflective thinking skills

2) When auditing client's using database management systems the auditor is principally aware of elevated risk due to:

A) multiple users can access and update accounting files.

B) the accounting information is only in one place.

C) the database administrator may lack appropriate accounting knowledge.

D) multiple users could all access the data simultaneously causing system shutdown.

Answer:  A

Terms:  Database management systems and elevated risk

Diff:  Moderate

Objective:  LO 12-6

AACSB:  Reflective thinking skills

3) General controls may include firewalls which are used to protect:

A) erroneous internal handling of data.

B) against insufficient documentation of transactions.

C) illogical programming commands.

D) unauthorized use of system resources.

Answer:  D

Terms:  General controls use firewalls to protect

Diff:  Moderate

Objective:  LO 12-6

AACSB:  Reflective thinking skills

4) What tools do companies use to limit access to sensitive company data?

A) 

	Encryption techniques
	Digital signatures
	Firewall

	Yes
	Yes
	Yes


B) 

	Encryption techniques
	Digital signatures
	Firewall

	Yes
	No
	No


C) 

	Encryption techniques
	Digital signatures
	Firewall

	No
	Yes
	Yes


D) 

	Encryption techniques
	Digital signatures
	Firewall

	Yes
	Yes
	No


Answer:  A

Terms:  Tools companies use to limit access to sensitive data

Diff:  Moderate

Objective:  LO 12-6

AACSB:  Reflective thinking skills

5) Rather than maintain an internal IT center, many companies outsource their basic IT functions such as payroll to an:

A) external general service provider.

B) external application service provider.

C) internal control service provider.

D) internal auditor.

Answer:  B

Terms:  Outsourced services

Diff:  Moderate

Objective:  LO 12-6

AACSB:  Reflective thinking skills

6) When the auditor is obtaining an understanding of a service center's internal controls the auditor should:

A) use the same criteria used to evaluate the client's internal controls.

B) use different criteria because the service center resides outside the company.

C) use the same criteria used to evaluate the client's internal controls but omit tests of transactions.

D) use different criteria for the service center by including substantive tests of balances.

Answer:  A

Terms:  Service center's internal controls

Diff:  Challenging

Objective:  LO 12-6

AACSB:  Reflective thinking skills

7) Many clients have outsourced the IT functions. The difficulty the independent auditor faces when a computer service center is used is to:

A) gain the permission of the service center to review their work.

B) find compatible programs that will analyze the service center's programs.

C) determine the adequacy of the service center's internal controls.

D) try to abide by the Code of Professional Conduct to maintain the security and confidentiality of client's data. 

Answer:  C

Terms:  Outsourced IT functions

Diff:  Challenging

Objective:  LO 12-6

AACSB:  Reflective thinking skills

8) Service auditors do not issue which of the following types of reports?

A) report on implemented controls

B) report on controls that have been implemented and tested for design effectiveness

C) report on controls that have been implemented and tested for operating effectiveness

D) each of the above is issued

Answer:  B

Terms:  Service auditors and types reports

Diff:  Challenging

Objective:  LO 12-6

AACSB:  Reflective thinking skills

9) What do auditing standards require when a company outsources some of their IT requirements to an Application Service Provider?

Answer:  Requires the auditor to consider the need to obtain an understanding and test the service center's controls if the provider's application involves processing significant financial data.

Terms:  Outsources IT requirements to Application Service Provider

Diff:  Challenging

Objective:  LO 12-6

AACSB:  Reflective thinking skills

10) Firewalls can protect company data and software programs.

A) True

B) False

Answer:  A

Terms:  Firewalls protect company data

Diff:  Easy

Objective:  LO 12-6

AACSB:  Reflective thinking skills

11) LANs link equipment within a single or small cluster of buildings and are used only for intercompany purposes.

A) True

B) False

Answer:  B

Terms:  LANs link equipment

Diff:  Easy

Objective:  LO 12-6

AACSB:  Reflective thinking skills

12) When auditing a client whose information is processed by an outside service provider, it is not acceptable for the auditor to rely on the audit report of another independent auditor who has previously tested the internal controls of the service provider, rather than testing the service provider's controls himself or herself.

A) True

B) False

Answer:  B

Terms:  Information processed by outside service provider

Diff:  Moderate

Objective:  LO 12-6

AACSB:  Reflective thinking skills
1
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