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Chapter 11


Chapter 11
Data and Database Administration

Chapter Overview

The purpose of this chapter is to introduce students to the principles and tools for the administration of data. Data and database administration assume even greater importance as organizations distribute their data and processing across the enterprise.


The chapter emphasizes the changing roles and approaches of data and database administration. The chapter continues to emphasize the critical importance of data and database management in managing data as a corporate asset. It includes the major issues of data security, concurrency control, and backup and recovery that occupy database administrators’ attention on an ongoing basis.

Chapter Objectives

Specific learning objectives are included at the beginning of the chapter. From an instructor’s point of view, the objectives of this chapter are to: 

1. Ensure that the students understand the importance of data administration and its relationship to information resource management.

2. Develop an understanding of the changes that are occurring in the data administrator and database administrator roles.

3. Understand the problem of lost updates and the use of both pessimistic and optimistic concurrency control mechanisms.

4. Define the major functions and components of the principal data management software: database management systems and information repositories.

5. Emphasize the problems of database security, and gain an understanding of techniques used to enhance database security.

6. Provide a sound understanding of database recovery including possible situations requiring recovery and the available procedures and facilities to use when recovery is necessary.

7. Understand areas such as installation decisions, management of I/O contention, and so forth that can be addressed when tuning a database.

Key Terms
	Aborted transaction
	Database security
	Restore/rerun

	After-image
	Deadlock
	Shared lock (S lock, read lock)

	Authorization rules
	Deadlock prevention
	

	Backup facilities
	Deadlock resolution
	Smart card

	Backward recovery 
(rollback) 
	Encryption
	System catalog

	
	Exclusive lock (X lock, write lock)
	Transaction

	Before-image
	Forward recovery (rollforward)
	Transaction boundaries

	Checkpoint facility
	
	Transaction log

	Concurrency control
	Heartbeat query
	Two-phase locking protocol

	Data administration
	Inconsistent read problem
	User-defined procedures

	Data archiving
	Information Repository Dictionary System (IRDS)
	Versioning

	Data dictionary
	Journalizing facility
	 

	Database administration
	Locking
	

	Database change log
	Locking level (lock granularity)
	

	Database destruction
	Open-source DBMS
	

	Database recovery
	Recovery manager
	


Classroom Ideas

1. If possible, schedule a classroom visit by a data administrator or database administrator from a local company or organization. Discuss the agenda in advance, and allow plenty of time for questions.

2. Discuss the functions of data administration and database administration (Figure 1). Indicate that this is an interesting career field that requires both behavioral and technical skills. If possible, bring a few job announcements in the database field to class. Show salary data. Discuss the current situation for outsourcing of database administration and the difficulty of outsourcing data administration.

3. Discuss the selection of a data administrator and the placement of the data administration function. Discuss changing expectations of data administrators and alternative organization placements of data administration responsibilities.

4. Discuss the role of an information repository and its relationship to CASE tools. Compare alternate uses of a repository: passive, active in development, and active in production.

5. Have the students seek examples of computer security problems or “white collar” crime in the press and bring them to class. Alternatively, bring an example or two yourself. Then discuss various security threats, security procedures, and the procedures’ relative effectiveness (Figure 2).

6. Discuss database recovery and the various recovery techniques. Stress that failures are inevitable, and an organization must be able to recover if it is to survive. If the students have related work experience, they can often provide concrete examples of failures that will make the problem more real to other students.

7. Discuss the problem of lost updates and concurrency control (Figure 10). One way to dramatize this process is to conduct a manual demonstration: one student is “keeper of the data,” two others are “user X” and “user Y.”

8. Now discuss locks and the problems that can result from their use (Figures 11 through 13). Locks are an imperfect (but effective) mechanism for multi-user databases.

9. Discuss versioning and optimistic concurrency control (Figure 14). Compare pessimistic and optimistic concurrency control and the conditions under which each is likely to be effective or preferred.

10. Inexperienced students are likely to underestimate the problems associated with establishing adequate data quality. A discussion of the various areas that must be considered, along with examples, should be conducted.

11. Try to give the students a basic understanding of the different aspects that may be manipulated when tuning a database. They should understand that it is not possible to tune a database and then assume that it will stay that way.

12. Review the SQL commands for database administration (various CREATE with all the subclauses for journalizing and other features, GRANT/REVOKE, and physical data storage control). Show how these relate to the topics of this chapter.

13. Access the ICCP or DAMA International Web sites and discuss with them the DBA certification exam these organizations sponsor. Talk with your local DAMA chapter to solicit a guest speaker to discuss the value of this vendor-neutral certification. The DBA certification exam was developed from the material in this textbook chapter. You could even arrange to be a proctor for administering the exam to your students. 

Answers to Review Questions

1. 
Define the following key terms:

a.  
Data administration. A high-level function that is responsible for the overall management of data resources in an organization, including maintaining corporate-wide definitions and standards

b. Database administration. A technical function that is responsible for physical database design and for dealing with technical issues such as security enforcement, database performance, and backup and recovery

c. Two-phase locking protocol. A procedure for acquiring the necessary locks for a transaction where all necessary locks are acquired before any locks are released, resulting in a growing phase, when locks are acquired, and a shrinking phase, when they are released
d. Information repository. Stores metadata that describe an organization’s data and data processing resources. Manages the total information-processing environment. Combines information about an organization’s business information and its application portfolio.

e. Locking. Concurrency control mechanisms that deny access to other users in a multi-user environment while an update is completed or aborted

f. Versioning. Concurrency control mechanism that doesn’t use record locking. Each transaction is restricted to a view of the database as of the time that transaction started, and when a transaction modifies a record, the DBMS creates a new record version instead of overwriting the old record.

g. Deadlock. An impasse that results when two or more transactions have locked a common resource, and each waits for the other to unlock that resource

h. Transaction. A discrete unit of work that must be completely processed or not processed at all within a computer system

i. Encryption. The coding (or scrambling) of data so that humans cannot read them

j. Data availability. The concept of data being available to users when needed. Ensuring data availability is of utmost importance to the DBA. 

k. Data archiving. The process of moving inactive data to another location where it can be accessed when needed

l. Heartbeat query. A query submitted by the DBA to test the current performance of the database. A heartbeat query is also called a canary query.

2.
Match terms to appropriate definitions.

d
backup facilities


f
biometric device


j
checkpoint facility


g
database recovery


a
database security


i
granularity


h
recovery manager


b
rollback


e
rollforward


c
system catalog

3. Compare and contrast the following terms:

a.
Data administration; database administration. Data administration is the overall management of data resources. The second function, that of database administration, has been regarded as responsible for physical database design and for dealing with the technical issues, such as security enforcement, database performance, backup, and recovery, associated with managing a database.
b. Repository; data dictionary. While data dictionaries are simple, data-element documentation tools, information repositories are used by data administrators and other information specialists to manage the total information-processing environment.
c. Deadlock prevention; deadlock resolution. When deadlock prevention is employed, user programs must lock all records they will require at the beginning of a transaction, rather than one at a time. Deadlock resolution allows deadlocks to occur, but builds mechanisms into the DBMS for detecting and breaking the deadlocks.
d. Backward recovery; forward recovery. With backward recovery (also called rollback), the DBMS backs out of or undoes unwanted changes to the database. Before-images of the records that have been changed are applied to the database. As a result, the database is returned to an earlier state; the unwanted changes are eliminated. With forward recovery (also called rollforward), the DBMS starts with an earlier copy of the database. By applying after-images (the results of good transactions), the database is quickly moved forward to a later state (Figure 12-7). 
e. Active data dictionary; passive data dictionary. An active data dictionary is managed automatically by the database management software. Active systems are always consistent with the current structure and definition of the database because they are system maintained. A passive data dictionary is managed by the user(s) of the system, and it is modified whenever the structure of the database is changed. Because this modification must be performed manually by the user, it is possible that the data dictionary will not be current with the current structure of the database. 
f. Optimistic concurrency control; pessimistic concurrency control. Pessimistic approaches use record locking procedures, while optimistic approaches use versioning to achieve concurrency control. 
g. Shared lock; exclusive lock. Placing a shared lock on a record prevents another user from placing an exclusive lock on that record. Placing an exclusive lock on a record prevents another user from placing any type of lock on that record. 
h. Before-image; after-image. A before-image is simply a copy of a record before it has been modified, and an after-image is a copy of the same record after it has been modified. 
i. Two-phase locking protocol; versioning. The two-phase locking protocol relates to the cautious approach of locking the record so that other programs cannot use it. In reality, in most cases other users will not request the same records, or they may only want to read them, which is not a problem (Celko, 1992). By using versioning, a DBMS assumes that most of the time other users do not want the same record, or if they do, they only want to read (but not update) the record. With versioning, there is no form of locking. 
j. Authorization; authentication. Authentication schemes positively identify a person attempting to gain access to a database. For example, a person has to first supply a particular password (or another required proof of identity, according to the authentication scheme in use), and after successfully completing the authentication procedure (if any) may be authorized to read any record in a database. 
k. Data backup; data archiving. Data backup is a process that creates a backup copy of data which can be used to recover lost data due to hardware and/or software failures. Data archiving is a process, which moves inactive data to another place for storage. 
4. Open-source DBMS: 



An open-source DBMS is a free or nearly free database software whose source code is publicly available and runs on the most popular operating systems. The free DBMS source code software provided the core functionality of an SQL-compliant DBMS. Leading examples include MySQL (www.mysql.com) and PostgreSQL (www.postgresql.org).

5. Data or Database Administrator role?
a. Managing the data repository – data administrator

b. Installing and upgrading the DBMS – database administrator

c. Conceptual data modeling – data administrator

d. Managing data security and privacy – database administrator

e. Database planning – data administrator

f. Tuning database performance – database administrator

g. Database backup and recovery – database administrator

h. Running heartbeat queries – database administrator

6.  The changing roles of the data administrator and database administrator: 


Data administration is a high-level function that is responsible for the overall management of data resources in an organization, including maintaining corporate-wide data definitions and standards. Typically, the role of database administration is taken to be a more hands-on, physical involvement with the management of a database or databases. Database administration is a technical function that is responsible for physical database design and for dealing with technical issues such as security enforcement, database performance, and backup and recovery. As business practices change, the roles are also changing within organizations. There are, however, a core set of database administration functions, which must be met in every organization, regardless of the database administration chosen. On one hand, these functions may be spread across data administrators and database administrators. At the other extreme, all of these functions may be handled by a single DBA.

7. Four common problems of ineffective data administration: 

a. Multiple definitions of the same data entity and/or inconsistent representations of the same data elements

b. Missing key data elements, whose loss eliminates the value of existing data

c. Low data quality levels due to inappropriate sources of data or timing of data transfers from one system to another, thus reducing the reliability of the data
d. Inadequate familiarity with existing data, including awareness of data location and meaning of stored data, thus reducing the capability to use the data to make effective strategic or planning decisions
8. Four job skills necessary for system data administration or data administrators:

a.
Communication skills. Must interact with top management, users, and computer applications specialists

b. Decisive. Must play a significant role in deciding where data will be stored and managed

c. Flexibility. To be capable of resolving differences that normally arise when a significant change is introduced into an organization

d. Managerial and technical skills. Capable of managing a technical staff and dealing with technical issues

Four job skills necessary for project data administration or database administrators:

a. A sound understanding of current hardware architectures and capabilities.

b. A solid understanding of data processing and database development life cycle, including traditional and prototyping approaches.
c. Strong design and data modeling skills are essential at the conceptual, logical, and physical levels.
d. Managerial skills are also critical.

9. Briefly describe four new DBA roles that are emerging today:

a. Procedural DBAs. The procedural DBA is responsible for ensuring that all stored procedures, triggers, and Persistent Stored Modules are effectively planned, tested, implemented, shared, and reused. 

b. e-DBA. An e-DBA is a person who has a full range of DBA skills and in addition can manage applications and databases that are Internet-enabled.

c. PDA DBA. Because PDA usage is growing, more users are putting smaller-footprint databases on their PDAs. As such, a new type of DBA is needed to support these users.

d. Data warehouse administrator. The DWA is responsible for building an environment to support a data warehouse or data mart. He or she has a similar role as the DBA of a transaction processing system; however, he or she is concerned with the coordination of metadata and data across many data sources.

10. Changes in data administration procedures that will decrease development and implementation time:

a. Database planning. Improve technology selection through selective evaluation of possible products: Consider each technology’s fit with the enterprise data model, reducing time required in later stages by effective selection of technology at the database planning stage.

b. Database analysis. Work on physical design in parallel with development of the logical and physical models: Prototyping the application now may well lead to changes in the logical and physical data models earlier in the development process.

c. Database design. Prioritize application transactions by volume, importance, and complexity: These transactions are going to be most critical to the application, and specifications for them should be reviewed as quickly as the transactions are developed. Logical data modeling, physical database modeling, and prototyping may occur in parallel. DBAs should strive to provide adequate control of the database environment while allowing the developers space and opportunity to experiment.

d. Database implementation. Institute database change control procedures so that development and implementation are supported rather than slowed: Wherever possible, segment the model into modules that can be analyzed and implemented more quickly. Find ways to test the system more quickly without compromising quality. Testing may be moved earlier in the development; use testing and change control tools to build and manage the test and production environments.

e. Operation and maintenance. Review all timesaving measures that have been taken to ensure that database quality has not been compromised: Consider using third-party tools and utilities wherever possible to save work; other tools, such as Lotus Notes, may reduce the need for meetings, thus saving time. 

11. Five areas where threats to data security may occur:

a. Accidental losses, including human error, software, and hardware-caused breaches. Establishing operating procedures, such as user authorization, uniform software installation procedures, and hardware maintenance schedules, are examples of actions that may be taken to address threats from accidental losses. As in any effort that involves human beings, some losses are inevitable, but well thought-out policies and procedures should reduce the amount and severity of losses. 

b. Theft and fraud. These activities are going to be perpetrated by people, quite possibly through electronic means, and may or may not alter data. Attention here should focus on each possible location shown in Figure 12-3. For example, control of physical security, so that unauthorized personnel are not able to gain access to the machine room, should be established. Data access policies that restrict altering data immediately prior to a payroll run will help to secure the data. Establishment of a firewall to protect unauthorized access to inappropriate parts of the database through outside communication links is another example of a security procedure that will hamper people who are intent on theft or fraud.

c. Loss of privacy or confidentiality. Loss of privacy is usually taken to mean loss of protection of data about individuals, while loss of confidentiality is usually taken to mean loss of protection of critical organizational data that may have strategic value to the organization. Failure to control privacy of information may lead to blackmail, bribery, public embarrassment, or use of user passwords. Failure to control confidentiality may lead to loss of competitiveness.

d. Loss of data integrity. When data integrity is compromised, data will be invalid or corrupted. Unless data integrity can be restored through established backup and recovery procedures, an organization may suffer serious losses or make incorrect and expensive decisions based on the invalid data.

e. Loss of availability. Sabotage of hardware, networks, or applications may cause the data to become unavailable to users, which again may lead to severe operational difficulties.
12. How creating a view may increase data security, and why not to rely completely on using  views to enforce data security:

The advantage of a view is that it can be built to present only the data to which the user requires access, thus effectively preventing the user from viewing other data (not produced by the SQL for the view) that may be private or confidential. The user may be granted the right to access the view, but not to access the base tables upon which the view is based. For most views, data may not be updated, thus eliminating the possibility of unauthorized changes to the base data. However, views are not adequate security measures because unauthorized persons may gain knowledge of or access to a particular view. In addition, with high-level query languages, an unauthorized person may gain access to data through simple experimentation. Views also do not protect data from access outside the DBMS by hackers. Thus, views provide more convenience than security. See also the answer to Review Question 27.
13. Integrity controls in database security:

Integrity controls protect data from unauthorized use and update. Integrity controls limit the values a field may hold, limit the actions that can be performed, or trigger the execution of some procedure (such as placing an entry into a log to record which users have performed which actions on which data). A domain is an example of an integrity constraint that can be used to define a user-defined data type. If this type ever needs to be changed, it can be changed in only one place, and all fields using this domain will be updated automatically. Assertion constraints enforce desirable database conditions and check automatically whenever transactions are run. Triggers can be used for events or conditions, and actions needed to be tracked against a database. Triggers cannot be circumvented.

14. The difference between an authentication scheme and an authorization scheme:

Authorization rules are primarily concerned with protection of the data themselves. They are controls incorporated in the data management system that restrict access to data and also restrict the actions that people may take when they access data. For example, a person who can supply a particular password may be authorized to read any record in a database but cannot necessarily modify any of those records. Authentication schemes establish operating procedures that positively identify a person attempting to gain access to a computer or its resources. Hence their primary concentration is the user’s identification. A user may gain access to the database through an authentication procedure, but the actions he or she may undertake later will depend further on the authorization rules.

15. The key areas of IT covered in a Sarbanes-Oxley audit:

a. IT change management

b. Logical access to data

c. IT operations

16. Two key types of security policies and procedures:

a. Personnel controls: security authorization and authentication procedures for operations systems and databases, selective hiring processes, adequate monitoring of personnel practices and actions, separation of duties, and procedures for employees who leave employment.

b. Physical access controls: access to specific parts of the building and sensitive equipment is controlled by management processes and procedures.

17. The advantage of optimistic vs. pessimistic concurrency control:

The main advantage of versioning (optimistic) over locking (pessimistic) is performance improvement. Read-only transactions can run concurrently with updating transactions without loss of database consistency. 

18. The difference between shared locks and exclusive locks:

Shared locks enable others to read a record that is locked by a given user, but not to update a record until it is unlocked. Exclusive locks cause a record to be unavailable for reading until it is unlocked.

19. The difference between deadlock prevention and deadlock resolution:

Deadlock prevention requires all users to lock all records they will require at the beginning of a transaction as opposed to one at a time. Unfortunately, it is often difficult to predict in advance all records that will be needed at the beginning of a transaction. Deadlock resolution requires DBMS mechanisms that detect and break deadlocks. A matrix of a resource usage is maintained that enables deadlock detection. 

20. Four DBMS facilities that are required for database backup and recovery:

a. Backup facilities provide periodic backup copies of the entire database.

b. Journalizing facilities maintain an audit trail of transactions and database changes.

c. Checkpoint facility allows periodic suspension of all processing and synchronization of a database’s files and journals.

d. Recovery manager allows the DBMS to restore the database to a correct condition and restart processing transactions.
21. Transaction integrity:

A transaction is the identification of the sequence of steps that constitute a well-defined business activity. Transaction integrity includes those actions taken to enforce the commitment of all of the steps that constitute a transaction. In processing a transaction, we want any changes to the database to be made only if the entire transaction is processed successfully. If the transaction aborts at any point, no changes can be allowed, or else the database will not reflect the data needed to manage the firm. 

22.  Four common types of database failure:

a. Aborted transaction. Aborting a transaction in progress due to some abnormal condition, such as the loss of transmission in a communication link while a transaction is in progress.

b. Incorrect data. The database is updated with incorrect, but valid data: for example, an incorrect grade recorded for a student.

c. System failure. Some component of the system fails, but the database is not damaged. Causes include power loss, operator failure, loss of communications transmission, or system software failure.

d. Database loss or destruction. The database itself is lost or destroyed or cannot be read.
23.  Four threats to high availability:

a. Hardware failure. Any component of a system, such as memory or a disk drive, can become a point of failure. The usual solution is to provide some measure of redundancy. One example might be having the workload spread across several servers. If one server fails, the others can take over its workload. 

b. Loss or corruption of data. Data can be lost or become corrupt for many reasons, including hardware and network issues. The best solution to prevent this from interrupting service is to have a backup database with an exact copy of the data. Also, appropriate backup and recovery procedures must be in place.

c. Maintenance downtime. Before systems were needed 24/7, there could be planned downtime for maintenance tasks. Generally, this can no longer be done for many systems. Nondisruptive utilities are available which allow routine maintenance to be done on a database without having to take the system off-line.

d. Network-related problems. Both internal networks as well as the Internet can cause problems for availability. Organizations should employ the latest in firewalls and other network technologies as well as have a response plan in place for any large spikes in activity.

24.  Information Resource Dictionary System (IRDS):

IRDS is a computer software tool that is used to manage and control access to the information repository. It provides facilities for recording, storing, and processing descriptions of an organization’s significant data and data processing resources (Lefkovitz, 1985). When systems are IRDS compliant, it is possible to transfer data definitions among the data dictionaries generated by the various products. IRDS has been adopted as a standard by the International Standards Organization (1990), and it includes a set of rules for storing data dictionary information and for accessing it.

25. The ACID properties of a transaction:

Atomic, meaning it cannot be further subdivided. This means a transaction must be completed in its entirety or not at all. If the transaction fails at any point, the whole transaction must be rolled back. Once the whole transaction executes, all changes are committed to the database.

Consistent, meaning that any constraints true before the transaction was applied are true after the transaction is committed. 

Isolated, meaning that changes to the database are not revealed to users until the whole transaction is committed. No intermediate values are allowed to be shown.

Durable, meaning that changes are permanent. No subsequent failure of the database can reverse the effect of the transaction.

26. Two common forms of encryption:

One key or data encryption standard (DES). Both the sender and the receiver know the key that is used to scramble the message being transmitted. 

Two key or dual key, public key, or asymmetric encryption. This uses both a private key and a public key. All users will know each other’s public keys, but only each individual knows their private key.

27. Four components of a disaster recovery plan:

a. Develop a detailed disaster recovery plan.

b. Choose and train a multidisciplinary team to carry out the plan.

c. Establish a backup data center at an off-site location.

d. Send backup copies of the databases to the backup data center on a scheduled basis.

28. Heartbeat query purpose:  Heartbeat queries are simple queries, which are run several times throughout the day to access the performance of the RDBMS by the database administrator. If a heartbeat query takes a long time to run, then there may be a resource problem such as inefficient queries or an inappropriate mix of jobs.

29. Views for data security?  A view is a dynamic result table that is created at run time from a query run over base tables in the database. A view can be constructed to present only the data a particular user needs to access (e.g., certain rows and/or columns) and the user can be granted access only to that view, rather than the base tables that feed the view. A view can be used as part of a data security approach in an organization, but will not be sufficient to control all access to the data stored in databases. Often, views are shared among persons in the organization but people may have different levels of authorization over this same view—a few may be able to update the data while others are restricted to read-only access. It may be easy for unauthorized users to gain knowledge of, or access to, a particular view or person who has greater access authority than the unauthorized person. Generally speaking, additional data security measures must be used along with views to provide an appropriate level of protection over organizational data. See also the answer to Review Question 12.

30. GRANT and REVOKE purpose:  The purpose of the GRANT and REVOKE SQL commands is to control the access to data, and the actions that can be taken on the data, within a database management system. The GRANT and REVOKE commands are generally operated against User accounts within a database management system. The DBMS vendors may vary in their ability to control the authorization rules within a particular DBMS. In Oracle, authorization rules are handled with privileges on User accounts at the database or the table level, as well as INSERT and UPDATE privileges on a column level. Oracle privileges that can be GRANTed or REVOKEd from a user include: SELECT, INSERT, UPDATE, DELETE, ALTER, INDEX, REFERENCES, EXECUTE.

Answers to Problems and Exercises

1.  PVFC authorization tables
	
	Inventory

Records
	Receivables

Records
	Payroll

Records
	Customer

Records

	Read
	Y
	N
	N
	Y

	Insert
	N
	N
	N
	N

	Modify
	Y
	N
	N
	N

	Delete
	Y
	N
	N
	N


Authorizations for Inventory Clerks

	
	Salespersons
	A/R Personnel
	Inventory Clerks
	Carpenters

	Read
	Y
	N
	Y
	Y

	Insert
	N
	N
	N
	N

	Modify
	N
	N
	Y
	N

	Delete
	N
	N
	Y
	N


Authorizations for Inventory Records

2.  Appropriate recovery techniques:
a. Aborted transaction; use backward recovery. Of course, the transaction then needs to be re-entered.

b. Database destruction; use forward recovery from the backup copy of the database. 
c. System failure; use forward recovery from most recent checkpoint.
d. Incorrect data; several alternatives are possible. First, you could do a selective backward recovery to undo the incorrect transaction, and then reprocess the transaction using the correct amount. If this is not possible, then enter a compensating transaction and notify the student of the error.
e. If the system is mirrored, it may be possible to switch to the mirrored data and rebuild the corrupted data on a new disk. If the system is not mirrored, it may not be possible to restart because status information in main memory has been lost or damaged. The safest approach is to restart from the most recent checkpoint before the system failure. Because no database change log is created, the database cannot be rolled forward by applying after-images. Transactions have to be reprocessed manually.
3.  Whitlock Department Stores scenario:
a. Because the merchandise return credit of $50 processed last, the actual balance after the last transaction was $200.

b. Payment of $250 reduces the balance to $0. A purchase on credit increases the balance to $100. A merchandise return reduces the balance to $50.

4.  Appropriate security measures:
a. Encryption

b. Authentication schemes

c. Authorization rules

d. Authentication schemes

5. Metro Marketers, Inc. Data Administrator Candidates:  This is a discussion question with no one correct answer. One solution is given below, but the ranking of the first two candidates is the most difficult and could lead to a rousing class discussion.

1. Jim Reedy’s professional background shows a combination of both managerial and technical skills, a key requirement for the position of the data administrator. As a well-respected insider, he is likely to be capable of enlisting cooperation from users. Jim Reedy is very familiar with Metro’s current systems environment, and this fact will be a plus in managing the technical staff and dealing with technical issues.

2. Gerald Bruester ranks second. Data administration is a high-level function that is responsible for the overall management of data resource. Gerald Bruester is a senior database administrator, but he also has knowledge related to data warehousing—a fact that gives him a competitive advantage over Monica Lopez. Also, he has managed a marketing-oriented database, which will be a most preferred experience for a warehouse storing customer information for marketing purposes, rather than financial information (as in the case with Monica Lopez).

3. Marie Weber ranks third because her expertise includes management of a similar data warehouse implementation, which stores customer information. Overall management of data resources has already been one of her responsibilities.

4.
Monica Lopez’s management of a financial database for a global banking firm for five years in a constantly changing contemporary environment is great proof of professionalism. Despite her expertise as a senior database administrator, however, Monica Lopez has been involved in a different type of business—a major disadvantage over the other candidates. 

6. Metro Marketers, Inc. Data Warehouse Administrator Candidates:  This is a discussion question with no one correct answer. One solution is given below:

1. Marie Weber would be the preferred candidate because her expertise includes management of a similar data warehouse implementation, which stores customer information. Her experience with a Red Brick-based application would be a strong asset in the process of building the new data warehouse.
2. Gerald Bruester would be the second preferred candidate. He has managed a marketing-oriented database, which will be a most preferred experience for a warehouse storing customer information for marketing purposes, rather than financial information (as in the case with Monica Lopez).

3. Jim Reedy is very familiar with Metro’s current systems environment, and this fact will be a plus in managing the technical staff and dealing with technical issues.
4. Monica Lopez (as in Problem 5), despite her expertise as a senior database administrator, Monica Lopez has been involved in a different type of business—a major disadvantage over the other candidates.
7. Metro Marketers, Inc. Database Administrator Candidates: This is a discussion question with no one correct answer. One answer is given below. 

1. Gerald Bruester would be the preferred candidate. Gerald Bruester is a senior database administrator. His managerial and technical experience with a marketing-oriented database will be very suitable for a company involved in storing customer information for marketing purposes.

2. Jim Reedy has technical expertise and in addition is very familiar with Metro’s current systems environment. This fact will be a substantial plus for him.
3. Monica Lopez has managed a financial database for five years, probably in a dynamic environment. This expertise gives her a competitive advantage over Marie Weber. 
4. Marie Weber would be the least preferred candidate, as she has no experience as a database administrator.
8. Concerns for database administrator?  There are no established security procedures and policies, or the implementation and enforcement of those procedures and policies is lacking. As a result there are two major concerns:

a. Loss of privacy or confidentiality. Failure to control privacy of information may lead to blackmail, bribery, public embarrassment, or use of user passwords. Failure to control confidentiality may lead to loss of competitiveness.

b. Theft and fraud. These activities are going to be perpetrated by people able to gain access to the machines to alter or obtain data without authorization. 

9. SOX issues:

a. Five DBAs have SysAd account: Primarily, this is a logical access to data (personnel) issue but it may also be categorized as an IT change management issue, since it has to do with who has access to production systems and data.

b. Changes to DB structure lacked mgmt approval: Example of IT Change Management issue.

c. Users have access after termination: Example of Logical access to data (personnel) issue.

d. Databases regularly backed up by automated system: Example of IT Operations issue.

10. Risks of issues:

a. Five DBAs have SysAd account: The risk is that a wide-reaching change can be made by any of the five people, when only one person (the SysAd) should be responsible for such a wide-reaching change.

b. Changes to DB structure lacked mgmt approval: The risk is that an unauthorized change could be made to the database that would open up possible access for unauthorized people or programs, thus endangering the organization’s data and activities.

c. Users have access after termination: The risk is that the data and processes could be altered by someone who has left the organization (perhaps due to termination).

d. Databases regularly backed up by automated system: The risk is that if the automated system crashes or is compromised by something (or someone) that the organization’s data assets are vulnerable.

11. I/O contention:

To reduce I/O contention, data files need to be separated that are being accessed together. The large database objects that will be accessed concurrently may be striped across disks. This would also reduce I/O contention. Alternatively, it may be possible to reschedule batch jobs that use files on the one drive under contention so that the jobs do not run concurrently. Finally, it might be possible to reorganize the database to allow for more efficient processing by using better indexing schemes.

12. Globally-distributed database; improve processing of monthly sales reports? Optimal solutions to this situation will depend on a more detailed understanding of the exact situation and the RDBMS being used, but here are some possibilities based on typical Oracle environments:

a. Replicate the data on the corporate machine, taking advantage of Oracle’s data caching capabilities. The data will then become a part of the local corporate instance, allowing additional processing of the data beyond producing the regional monthly sales report if desired, without incurring additional loads on the network. If necessary, the snapshot of the data can be refreshed at predetermined intervals. Snapshots can be scheduled at off-peak load times. 

b. Create summary tables at each regional site that contain the summarized data necessary to prepare the monthly regional sales reports at corporate headquarters. This approach would greatly diminish the network load, as only the summary tables would need to be transmitted. This option does not necessarily provide the flexibility for using the data for other processing that is possible from the previous approach.

c. Because the reports are regional, move the processing of the reports out to the regional offices. This approach would eliminate any network load problems occurring as a result of the existing procedures. However, this approach will raise software management issues unless the company can manage the software used to produce the reports centrally.

d. Moving to a three-tier client/server architecture might also be a possibility. Then the reporting software could reside on the middle tier and the software management issues inherent in the previous approach might be greatly reduced. 

13.   E-business high-volume catalog center:
a. According to Table 2, the average cost per hour of downtime is $90,000. According to Table 3, a system that has 99.9 percent availability has approximately 8.77 hours downtime per year. So, the annual cost of downtime is $789,300. 

b. According to Table 3, 99.99 percent downtime is equivalent to 0.88 hours a year. Therefore, the total annual cost of downtime would be $79,200. The net realized savings would be $710,100. The cost of the vendor’s proposal would be $300,000 per year. The company would realize a total net savings of $410,100. This would be justifiable because it is a significant cost savings.

14. Retail brokerage firm data availability:  For the retail brokerage firm, the expected annual cost of downtime for 99.9% availability is $56.6 million. For 99.5 percent availability it is $284 million. Neither of these levels would be acceptable. 

15. Mail order firm (P&E 13) cost of poor data quality: The estimated loss would be 1,000,000 * .12 * 6 = $720,000.

16. Mail order firm (P&E 13, 15) increased revenue? The average increase in revenue will be $5 million (100 * 0.05 * 1,000,000).

17. Fitchwood (Chapter 9) data warehouse security?  While one primary concern would be ensuring that data were secure once the data warehouse was built, the extraction and transformation process also need to be secure so that access cannot be gained to the data by unauthorized users and subsequently altered before being loaded into the data warehouse. Perhaps the biggest security gap in this whole process is the use of FTP. One way to insure better data security would be to utilize a file transfer package with encryption or to encrypt the files before performing the file transfer.

18. Fitchwood (Chapter 9) data mart security if Internet available? If Fitchwood’s data mart were made available to customers via the Internet, security procedures would have to be in place to insure that customers could only access data on their policies. If Internet access were made available to agents as well, then another layer of security would be needed. One might question the merit of allowing any user to access the data mart via the Internet. It makes more sense for a user to access account information in an online transaction processing system.

19. B2B web services & security, data quality? Any time an external data source is used to bring data into a system, one cannot be sure how accurate the data is. One concern of Web services is security. Until this is addressed, it may not be wise to build a B2B system using Web services.

20. Available data quality software?  Left as an exercise for students. This question can be answered, in part, by review of the material in Chapter 10.

21. Database administration for open source vs. commercial products? Student answers will vary depending upon the site used, and student understanding of chapter material.
22. Concurrency issues:  Because an OLTP system has insertions, deletions, and updates being done constantly, there needs to be some mechanism for locking records and providing resolution of deadlocks. A data warehouse on the other hand, contains static data that generally does not change while the users are accessing the warehouse. All users of the warehouse are given read-only access.

23. Table comparing major concepts from chapter to features of cloud database providers.  Student answers will vary depending upon the site used, and student understanding of chapter material.  The following solution is presented as a sample, based on the cloud.oracle.com material.
	Concepts from Chapter
	Services listed on cloud database provider site

	Data administration
	Not available; these functions would still need to be performed by the organization.

	Database administration
	Operations and Maintenance functions (see Figure 1) appear to be provided by cloud services. Design and implementation functions may still need to be performed by the organization.

	Data warehouse administration
	Not apparent that this functionality is available in the cloud environment.

	Data/Database Security
	Oracle Cloud keeps your data completely isolated from that of other companies. Oracle Cloud services also offer market-leading security features, including encryption, virus scan and whitelist support. Oracle data centers offer embassy-grade physical and logical security. The services employ management controls, operational controls, and technical controls within the security framework of ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission), specifically ISO/IEC 27002:2005, Code of Practice for Information Security Management and ISO/IEC 27001:2005 standards. 

	Data Privacy
	Oracle's Services Privacy Policy is compliant with the laws of the European Union Data Privacy Directive, and TRUSTe Certification.

	Database software data security (views, integrity controls, authorization rules, user-defined procedures, encryption, authentication schemes)
	As a subset of DBA security tasks, these would still need to be performed within the organization, though the cloud services would appear to implement the selected or chosen features for the organization database hosted in the cloud.

	Database Backup and Recovery
	Oracle Cloud services utilize a combination of disk and tape backups to help protect against the loss of Customer production data. Oracle periodically makes backups of Oracle Cloud production environment data using dedicated backup servers and tape libraries. By default, the systems used to support Customer's production environments are backed up periodically to, and can be restored from disk or tape media.

	Database performance tuning
	May be available with additional services through Oracle sales representative.

	Data availability
	To facilitate business continuity in the event of an incident affecting Oracle Cloud Services, Oracle deploys the services in a manner that focuses on resiliency of computing infrastructure. Oracle's production data centers have component and power redundancy with backup generators in place to help maintain availability of data center resources in the event of crisis.


24. Memo about cloud database usage:  Student answers will vary depending upon the site used, and student understanding of chapter material.  Key points that might be mentioned in support of the statement include: cloud solution(s) may reduce the number of DBA personnel (though will not eliminate entirely) and that cloud solution(s) may reduce the costs of having in-house technologies for hosting the particular database software and technology.  Key points that might be mentioned against the statement include: increasing risks that company data may be hacked or destroyed; changing the staffing needs for information technology in terms of needing staff who can work with cloud vendor/cloud technologies as well as internal organizational staff; shifting organizational knowledge and competencies outside of organizational control. 

Answers to Field Exercises 

1. This assignment is an alternative to having a DBA or data administrator visit your class. The evaluation will depend on the organization visited but should target issues raised in this chapter.

2. This is left as a student exercise. Student answers will vary depending upon which organization is chosen and the depth of student inquiry.
3.  
This assignment is an alternative to having a DBA or data administrator visit your class. The evaluation will depend on the organization visited.

4. 
This assignment is an alternative to having a DBA or data administrator visit your class. The person who is most likely to be in charge of capacity planning is the database administrator. The DBA role has become more specialized lately, evolving into specialties such as distributed database/network capacity planning, and it is possible your students will find a person whose responsibilities are defined in this manner.

5. This assignment is an alternative to having a DBA or data administrator visit your class.

6. This assignment will vary depending upon the topic chosen from the Web site.

7. This is a good exercise for students to gain some insight into open-source implementations. Students should particularly make note of how an open-source platform is administered as compared to a traditional platform such as Oracle.

Project Case Study

Case Questions

1. This question could result in a spirited classroom discussion about the value of bringing such a sophisticated information system to a relatively small hospital such as Mountain View. If such systems were to be implemented successfully, they hold the obvious possibility of improving the quality of care by integrating the patient’s records and allowing for rapid determination of a patient’s medical history and current situation. The CPOE system may streamline the entire process of order entry as well as provide a means of mining order data for decision support applications. These systems might also provide the types of security controls required by HIPAA, and controls in a consolidated system could go far to eliminate data quality issues. Any system they choose would have to be scalable to support their growth. Try to get the students to consider the cost containment issues relative to the size of the hospital and the number of records that will be included.

2. (a) Data security issues. Consider focusing discussion on the issues of patient record confidentiality. Help the students to discuss the types of information that each of the various users (physicians, insurance clerks, laboratories, and so forth) should be able to access, read, and use. Discuss ways to establish these kinds of access and the importance of establishing policies and procedures to protect the patients’ confidentiality. Suggesting any of the following scenarios may foster excellent classroom discussion related to data security issues: where records of HIV patients are released; issues related to parents’ rights to their children’s medical records, especially if the “child” is away at college or part of the armed services deployment in a foreign country; disclosure of patient medical records to a potential employer; hackers stealing patient identity information to gain access to prescription medications.


(b) Data security techniques. MVCH needs to be sure to have data policies, procedures, and standards in place regarding security of data records, especially those of patients to protect patient confidentiality and privacy rights. Additionally, specific steps should be taken to ensure adequate security for client/server, server, network, and Web-enabled databases (if any). In terms of specific database software data security features, MVCH should consider implementing views (to restrict access to particular tables and rows/columns within tables), authorization rules, encryption procedures for sensitive data, and authentication schemes for database access. Above all, MVCH needs to make sure that all parties who have access to patient records (in any form) are properly educated as to the sensitive nature of the information and how to properly secure it against unauthorized access by others who may try to use social engineering to procure the information (e.g., similar to the opening case on ChoicePoint at the beginning of the chapter).

3. Perhaps the best way to prevent access problems such as those described by Dr. Z would be to incrementally roll out the CPOE system and provide a great deal of training and support. Also, standard operating procedures should be implemented along with database security in order to prevent things like the pharmacy unilaterally changing orders. Detailed authorization matrices will be needed to identify who can do what with different pieces of data. Possibly approval mechanisms for changing data will be necessary. Thorough audit trails will be necessary to document all data entry, including who entered the data. Default values on electronic forms could be set for each user (e.g., to accommodate standards by physician).

4. It would not be recommended to develop a full-fledged CPOE system internally due to the complexity of such a system, testing requirements, etc. It would be much more prudent to purchase a system from a vendor who has fully tested the system and can support it. Perhaps the vendor’s system could be integrated with the SQL Server tables. Some customization of a package will be necessary, especially for reporting and decision support, and this is where the IT staff at MVCH can concentrate their efforts.

5. Physicians may resist an EMR system if it added more work for them or they feel a loss of control. Critical success factors would be adequate training as well as on-site support staff. Perhaps an implementation could be executed where the EMR incrementally replaced paper-based records. Other critical success factors would be to gain the full support of senior physicians who champion the project. Those physicians who are accepted as leaders at MVCH could be taken to other hospitals for demonstrations and discussions with physicians there who can speak to the merits of such a system. This is a good question to remind students of introductory MIS courses where the topic of user acceptance of information systems was likely discussed.

6. Mountain View Community Hospital should adopt a CDP system because it would provide a record of every transaction in the system. If the CDP system utilizes disk for backup, recovery will be much faster than a tape backup and can easily be used to restore a clean copy of any data that may be corrupted. Given the mission-critical nature of the hospital’s data, this level of backup would be most ideal. Unlike a cold backup, the system could be running even as the data is being backed up. Of course the hospital could also explore other backup strategies, such as incremental warm backups performed periodically throughout the day, coupled with a cold backup at night. The disadvantage to this approach is that the hospital must maintain access to its systems 24 hours a day.

7. Data storage definitely should be treated as a strategic issue. If data security is compromised or data is lost, the hospital will face dire consequences because accessibility to data can directly impact patient care. In addition, the hospital needs to look at data storage as a long-range issue when considering growth of the organization. Strategic planning in this area would examine projected growth against existing data storage capacity.

8. The long-range business and information systems plan most likely will address growth as well as adaptation to new treatment modalities. The information systems portion of this plan will need to address data storage requirements and capacity requirements, backup and recovery, as well as security issues. An enterprise data model can be used to show the major categories of data for the assignment of data stewards. A corporate data policy and plan must be coordinated with long-range information systems plans.

Case Exercises

1. The case text specifically indicates only physicians, but it also implies that laboratory/clinical staff and all medical personnel would need access. Students may well suggest additional relevant groups such as nurses, care-giving staff, pharmacists (both internal and external to the hospital), and the patients themselves. Systems maintenance personnel and administrators will also need access. Management likely does not need direct access to the EMR for operational purposes, but there may be a need for summary reports for decision making about capacity planning, workloads, costs, and other planning and control purposes.

2. Be sure that students understand that any RDBMS used for such a sensitive system should include the capability to establish specific permissions at the table and record level. That is, few users should be given complete read, insert, delete, and modify privileges. Physicians, for example, should only be able to read and modify patients’ records for which they are responsible. Nurses should be able to read, insert, and modify records for patients assigned to their station only (possibly by limited access to workstations only in that station with proper user identification). External users would have more restricted access, usually having access to certain tables, records, and certain attributes within each record. All access needs to be tracked via an audit trail showing user identification, data accessed, location, and time of day, as well as before and/or after images for recovery.

3. RFID could be utilized with the EMR system in several ways. In 2004, the FDA began final approval of using RFID tags implanted under the skin to identify patients. RFID tags could also be utilized to track supplies, medications, as well as lab work. If RFID was used, the data storage requirements would increase because each individual supply, lab specimen, etc. would have a unique identifier. This could be a substantial increase in required storage capacity.

4. This is a good opportunity to discuss with students various storage technologies as well as backup strategies (such as CDP). A good case study can be found at www.eweek.com/article2/0,1895,1964610,00.asp. Emphasize to students in discussions that they need to consider such things as data backup and security.

5. This is a good student exercise also. It might be worthwhile to break the class up into teams to tackle portions of the security requirements.

Project Assignments

P1. This is left to the student as an exercise.

P2. The following is a sample matrix.

	
	Physicians
	Secretary
	Manager
	Nurse

	Read
	Y
	Y
	Y
	Y

	Insert
	Y
	Y
	Y
	N

	Modify
	Y
	N
	Y
	N

	Delete
	N
	N
	N
	N


P3. This is also left to the student as an exercise.
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